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An Online Voting System
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[slide borrowed from Alexandre Debant.]



The Swiss Setting
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A simple voting system
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Cast

Do you want to?

Yes

No

Cred: L912-QJ82

pk

L912-QJ82, Enc(pk, r, “Yes”)

Cred: L912-QJ82

Hash(Cred)



Hash(Cred)

YAHS

L912-QJ82, Enc(pk, r, “Yes”)

A simple voting system
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Cast

Do you want to?

Yes

No

Cred:
pk

Trust Veri. Priv.

Setup x x

Server x x

Device x

Internet (TLS)

with Return Codes

Cred: L912-QJ82

Verify: “Yes” YAHS

“No” DELS

“Yes” YAHS

“No” DELS

L912-QJ82



A simple voting system with Return Codes and Short Voting Codes
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Cred: L912-QJ82

Vote:

Verify:

Cred:

L912-QJ82, 2

Trust Veri. Priv.

Setup x x

Server x x

Device

Internet

YAHS

Vote: 2

Cast

“Yes” YAHS

“No” DELS

“Yes” 2

“No” 1

L912-QJ82

Hash(Cred) “Yes” 2 YAHS

“No” 1 DELS



A distributed voting system with Return Codes and Short Voting Codes
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Hash(Cred),

Cred:

L912-QJ82, 2

Trust Veri. Priv.

Setup* x x

Server 1/n 1/n

Device

Internet

Vote: 2

Cast

* Deterministic

Cred: L912-QJ82

Vote:

Verify: “Yes” YAHS

“No” DELS

“Yes” 2

“No” 1

Enc(pk, r, “Yes”) 2

Enc(pk, r’, “No”) 1

randomness, cred, return codes, 

voting code permutation 

return codes⮾

⮾

L912-QJ82



Generate distributed deterministic secrets

deterministic
randomized



ProVerif proof
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Modeling
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Proof basis

Two servers, of which one is honest

Two voting options

Arbitrary number of elections and voters

Challenges

XOR to combine secrets (e.g. Cred)

Permutations applied one-after-the-other

Algorithms executed only once per voter



XOR to combine secrets
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Modeling XOR

ProVerif does not support XOR (commutative, associative)

In our protocol, Adversary knows all but one of the XORed values

→ model like a hash



Permutations applied one-after-the-other
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Modeling permutations

Exhaustively list all possibilities



Algorithms executed only once per parameter
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Modeling only once

Define restriction with Unique event

To use, apply unique() letfun with a corresponding label



Privacy Proof
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Proving equivalence

Voter(Alice, 0) | Voter(Bob, 1) ~ Voter(Alice, 1) | Voter(Bob, 0)

(Two honest voters vote differently depending on world)

Proof terminates in 14s using ProVerif on a standard-issue laptop.



Verifiability Proof
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Use Verifiability Framework (Cheval et al – CSF’23)

Implement 11 functions of the verifiability framework

Add restriction to prevent re-voting

Proof terminates in 36s using ProVerif on a standard-issue laptop.



Verifiability Proof - Queries
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Summary
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Proven Property Trust Assumptions Proof basis Proof

Vote Privacy

Delaune et al – Journal CS ‘09

Setup, 1-out-of-n Servers Custom (driver-based)

n=2, 2 choices; unbounded voters/elections ✓

E2E-Verifiability

Cortier et al – ESORICS’14

Setup, 1-out-of-n Servers Verifiability framework (Cheval et al – CSF’23)

n=2, 2 choices; up to 3 voters ✓

Protocol under proof

Short Voting Codes, Return Codes, Hashed Credentials

Deterministic trusted Setup, 1/n trusted Servers, no trust internet / device

Uses XOR, permutations, hashes, pk encryption, signatures, verifiable shuffle
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